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Memo



Department / Section:  FORMDROPDOWN 


Project: LOFAR
	Onderwerp:
	LOFAR Interface Report Delayed

	Datum:
	Feb. 21, 2008
	Doc: Document2

	Aan:
	C. Yun

	Kopie:
	P. Maat

	Van:
	R. Gloudemans


In Month 18 of the Express Project (JRA1, WP1.2), ASTRON should have delivered a LOFAR Interface Report, describing how remote/e-LOFAR stations will be connected to the central LOFAR infrastructure. 

This document was not delivered due to a number of reasons:
1. To connect e-LOFAR stations hardware is needed at the LOFAR/Groningen University site. This equipment was requested in the LOFAR project, but the request was denied, because the tender for the WAN was imminent. In the end we managed to make one 10GbE interface available to connect the LightPath from Effelsberg to, by redeploying our equipment.
2. The actual repeatable solution is a product of the tender. At the moment we don’t know what the exact solution will be. After the tender we will know more. We are fairly sure it will be a lightpath solution, but how it is implemented is still unclear. Especially when looking at the fact that infrastructures of multiple organizations are coupled together, network security will be an issue.

3. The first e-LOFAR station will be Effelsberg. That had delays in the delivery of the fibre connections. Furthermore multiple parties are involved in creating the network route from Effelsberg to Groningen. This and the fact that some parties are confronted with new technologies causes delays.

The connection to Effelsberg confronted us with a worse case scenario immediately. We not only has to create a LightPath from Germany to the Netherlands (Involving Surfnet and DFN), but the network path involves multiple German organisations as well.
On the private network domain in Germany, we were confronted with equipment from Nortel, HP and Foundry. The LightPath is a 10GbE solution, but the first part of the network (in the private domain) involves a multi-link trunk of 1GbE lines. To make this work was not a trivial exercise.

There was also a request to send the data to two locations simultaneously. So date would have to be sent to Groningen and to a local recorder as well. We have looked into this and evaluated multiple possible solutions, chief among which was using the mirror port functionality of the switches involved. Sadly, we would have to mirror at the least capable switches in the network path. In the end we had to conclude that these switches did not have the performance and/or capability to combine a multi-link trunk with a port mirror on all the lines of this trunk.

In the end it is probably best that all data is sent to Groningen and that data is sent back to them is they need it, using the same network route. This is possible, because that return path on the network, from Groningen to Germany is hardly used at all.

On the security side, we estimate that it is not possible to use full firewalling on all the incoming lightpaths from the e-LOFAR stations. We could do it for one station, but to do it for all 10 to 20 stations planned would cost millions of euros. The actual risk involved does not justify this kind of investment.

The most probable solution would be to apply filtering at the switch port level and take samples from the data stream and analyze these with a network intrusion tool. These capabilities, known under the name sFlow, are becoming more ore less standard on all enterprise grade switching equipment.

Planning:

1. The LOFAR tender went out in January. The results of the tender will be known by the end of april. A detailed network design will then be made by the party selected. By the end of May, start of June we should know what our standard approach will be.

2. First light from the Effelsberg station is expected in April. Though the infrastructure will not have reached its final state. The initial target was to make it work. After first light, we need to evaluate the process and make a final, repeatable solution.
In short, I expect to be able to create this deliverable by the end of June, start of July.

Kind regards,

Roel Gloudemans
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